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Relex Software Corporatlon @

* Incorporated in 1986 and acquired by PTC in
2009

 Complete, truly integrated suite of reliability,
availability, maintainability and safety
applications

» Reliability engineering organization
e ASQ CRE’s in all departments
» Publish technical papers and books

* Provide training, consulting and

implementation services ;o AS@
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Thousands of Satlsfled Customers @
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Aerospace and Defense Dominance
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Lockheed Martin
General Dynamics
Northrop Grumman
Boeing

Raytheon

EADS

General Atomics
L3

Sukhoi

Tenix Defense
Wyle Labs
Sikorsky

Orbital Sciences
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Rockwell Collins
Smiths Aerospace
DRS

CTC

CAE

Thales

Selex

Oerlikon Contraves
Marshall's Aerospace
SAIC

Saab

Eaton Aerospace
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BAE Systems
Goodrich
NASA

Airbus

Galileo Avionica
Rheinmettal
Naval Surface
Warfare Center
Honeywell
MEADS

MBDA

Bell Helicopter

Augusta Westland
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Historico: 1939 a 1945




Historico: 1948 “Rele
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1948 - AEC (Atomic Energy Commision) cria o Advisory
Committee on Reactor Safeguards (ACRS)

1949 - DoD publishes MIL-P-1629 FMEA/FMECA
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Historico: 1951 a 1957 “Rele)
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1951: 7 estudos de caso sobre a distrib. de Weibull
1952: DoD cria o AGREE (Advisory Group on
Reliability Electronic Equipment)
ARINC-Captura e analise de dados de campo
(valvula)
Army Signal Corps, Cornel University, Vitro Corp.
e Bell Labs

10R2 " Tactac An viAd
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| 1954: Conferéncia para Qualidade e Confiabilidade

1956: RCA (Radio Corporation of America), publica
seu trabalho sobre predicdo TR1100




Historico: 1951 a 1957 “Rele)
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Junho de 1957: Relatorio AGREE

Reliability of Military Electronic Equipment
Fundacao da disciplina de confiabilidade

1957: 12 planta termonuclear comercial (Pittsburgh)

WASH-740, Theoretical Possibilities and
Consequences of Major Accidents in Large
Nuclear Power Plants, AEC




Hist(’)rico: 58 a 69 “Rele

RELIABILITY PREDICTION OF
ELECTRONIC EQUIPMENT
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Hlstorlco Decada de 70 @

1975: Equipe do Prof. Norman
Rasmussen publica a
WASH1400, Reactor Safety
Study sobre PRA

TMI - 1979




Objetivos “Rele
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1. ldentificar as principais similaridades e dissimilaridades
entre os programas de Confiabilidade e Seguranca entre
0S principais setores.

2. Avaliar potencial harmonizacao entre 0s setores
analisados considerando desenvolvedores de sistemas
criticos embarcados

“This program was designed to help U.S. defense companies diversify their
operations; the firms were encouraged to produce so-called “dual-use”
products that could also be sold in the commercial sector.”

Source: DoD Acquisition Strategy, 2002
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Programas de Confiabilidade e Seguranca @

Espaco

Nuclear
Militar

Medico Ferroviario



Analise dos Programas “Rele)
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| Space | Aeronautics | Nuclear | _Military | Rail | Medical_

Orgéo
Internacional NEAéiA ICAO IAEA DoD ERA FDA
Referéncia
Documentos DOC 9859 SF-1
Internacionais  NASAPRA  ARP 4761 NSG211  MILSTD882  EN ...
Referéncia Guide ARP 5150 SSG3e4 MIL HDBK 338 50126

ARP 4754 NUREG 6823
g;gzgi;g‘zgga' IF| ANAC CNEN IF| ANTT  Anvisa
Principais
82;? dajs Selo YES YES YES YES NO NO
setor
gf)ﬁg:%‘i;o NO YES YES NO NO YES



1. Performance Based Approach “Relev
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Defense Acquisition Reform: DOD promoted performance-based
contracting, as well as the use of acquisition reform “pilot” programs to test
the effectiveness of some reform initiatives; one such example is mission-
oriented program management.

Performance-based contracting defines work to be performed in
measurable, mission-related terms.

Source: DoD Acquisition Strategy, 2002

Performance-based requirements involve quantitative measures of
product performance such as the number of failures over time, life
expectancy, and time to repair a product within specified environmental

Source: NASA-STD-8729 Planning, Developing and Managing an Effective Reliability and Maintainability

(R&M) Program, 1998



2. CRI\/I Contlnuous Risk Management ~Relex

Source: NASA - Probabilistic Risk Assessment Procedures Guide for NASA Managers and Practitioners



3. Systemlc Vision “Rele
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Safety Fundamentals
]
] |
Thematic areas Facilities and activities
— Legal and government infrastructure — Nuclear power plants: design
— Emergency preparedness and response |- Nuclear power plants: operation
— Management systems — Research reactors
— Assessment and verification — Fuel cycle facilities
— Site evaluation — Radiation related facilities and activities
— Radiation protection — Waste treatment and disposal facilities
— Radioactive waste management
| Dacommmim Safety of nuclear facilities
Radiation protection and safety of radiation sources
— Remediation of contaminated areas Safe management of radioactive waste
- Transport of radioactive material Safe transport of radioactive material

General safety (cross-cutting themes)

Source: |IAEA Safety Standards




4. Llfeycle Understanding “Rele
KF . # . .-.

MARKET INTELLIGENCE BUSINESS MANAGEMENT
PROGRAM A PROGRAM X
Historical lit Business Requirement Historical lit Business Requirement
Data KtRilty Results Monitoring Data SR Results Monitoring
PRODUCT LIFE CYCLE MANAGEMENT PRODUCT LIFE CYCLE MANAGEMENT
(PLM) (PLM)

PRODUCT A, PRODUCT Ay PRODUCT X, PRODUCT Xy
Requirements Requirements Requirements Requirements
Project / Design Project / Design Project / Design Project / Design
Manufacturing Manufacturing Manufacturing Manufacturing
Distribution Distribution Distribution Distribution
Operation and Operation and Operation and Operation and
Maintenance Maintenance Maintenance Maintenance
Disposal Disposal Disposal Disposal




6. Human Factor Assessment “Relex
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e Human Error Risk Assessment

e Human Factors
« Human Factors Engineering
« Human Factors Task Analysis

« Human Reliability Analysis (HRA)

Source: NASA-STD-8729 Planning, Developing and Managing an Effective Reliability and Maintainability
(R&M) Program, 1998

Source: NASA - Probabilistic Risk Assessment Procedures Guide for NASA Managers and Practitioners




7. Multi-Level Orientation
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8. Multiple Scope “Re
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- S NASA
CONSEQUENC _ . _ PRA
E CATEGORY CRITERIA / SPECIFICS ?ROGRAWPROJE CT SCOPE"
(Classes and/or Examples)
Planetary Prote;ctmn Mars Sample Return F
. Program Requirement
Pul.)h(f , Nuclear payload
Safety White House Approval o
Human Safety (PD/NSC-25) (e.g.. Cassini. Ulysses. Mars F
and Health 2003)
International Space Station F
Human Space Flight Space Shuttle F
Crew Return Vehicle F
High Strategic Importance Mars Program F
. L Launch window
High Schedule Criticality o F
(e.g.. planetary missions)
Earth Science Missions
Mission Success . L/S
(for non-human (e.g.. EOS, QUICKSCAT)
rated missions) Space Science Missions
All Other Missions (E.E.. SIM., HESSI) L/S
Technology
Demonstration/Validation (e.g.. L/S
EO-1. Deep Space 1)

*Key: F —Full scope PRA is defined in Section 3.1.a of Reference 6.
L/S — A Limited scope or a Simplified PRA as defined in Section 3.1.b of Reference 6.

Source: NASA - Probabilistic Risk Assessment Procedures Guide for NASA Managers and Practitioners




Getting the Measure of Risk “Rele
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Potential accident sequences associated with a
nazard (ETA)

e Failure Conditions (FHA)
 Determine the severity

« Two different approaches:

o Estimate probability of accident, and hence get a
measure of accident risk... then decide whether
estimated risk is acceptable

® Used in many domains, including rail, military and space

o Establish acceptable risk, and set probability targets
® Civil aerospace approach (ARPs etc.)

3



Risk Classif.: Aeronautlcs @

hA . PRI

Probabilidade

Severidade STAVAN NYAVAN por hora de
misséo
Catastrophic Extremamente  Extremamente P < E-Q
Improvavel Improvavel
Hazardous Extrs;nrsgsnte P<E-7
Improvavel
Major Remoto P<E-5
Minor Provavel
Frequente P<1

Source: SAE ARP 4761
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Risk Classif.; Military, Space “Rele?
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Frequency of Hazard Severity Categories
Occurrence IV - Negligible [l - Marginal Il - Critical | - Catastrophic
Frequent MEDIUM

Probable MEDIUM
Occasional MEDIUM
Remote MEDIUM

Improbable MEDIUM

Source: MIL-STD-882C




Rlsk Classn‘ Rall
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Occurrence of a .
hazardous event Risk Levels
Frequent Undesirable
Probable Tolerable Undesirable
Occasional Undesirable Undesirable
Remote Tolerable Undesirable Undesirable
Improbable Tolerable Tolerable
Incredible
Insignificant Marginal Critical Catastrophic
Severity Level of Hazard Consequence

Risk Category

Actions to be applied against each category

Shall be eliminated

Undesirable Shall only be accepted when risk reduction is impracticable and with the agreement
of the Railway Authority or the Safety Regulatory Authority, as appropriate

Tolerable Acceptable with adequate control and with the agreement of the Railway Authority

Acceptable with the agreement of the Railway Authority

Source: EN 50126 - Railway Applications - The Specification and Demonstration of Reliability, Availability,

Maintainability and Safety (RAMS)
do

uﬁ_



Risk Classn‘ Medlcal Devices “Rele
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ANVISA RDC n° 185/2001 - Quanto a Classe de risco:

e Classe | — baixo risco;

e Classe Il — médio risco;

Requisitos Essenciais de
e Classe Ill — alto risco; e - Seguranca e Eficacia de

Equipamentos Médicos

e Classe IV — maximo risco.

Source: Manual para Regularizacdo de Equipamentos Médicos na ANVISA, 2009

L



Risk Classif.: Medical Devices “Rele

T EDGE W ED

ITEM Fatores de Risco ITEM Fatores de Risco ITEM Fatores de Risco
1 Toxicidade 10 Interferéncia reciproca com outros 18 Instabilidade de sistemas digitais
produtos programaveis
2 Flamabilidade
11 Impossibilidade de  calibragcdo e 19 Falhas da fonte de energia para
3 Incompatibilidade biolégica manutengio funcionamento
4 Contaminantes residuais 12 | Imprecisdo ou instabilidade de medida 20 | Inadequacdo de alarmes para alerta
c Incompatibilidade com outros materiais, 13 Controle inadequado das radiac des 21 Susceptibilidade a choques elétricos
substancias ou gases
14 Protecdo inadequada das radiacies
[§] Infeccdo e contaminagdo microbiana
Controle inadequado de energias ou
Incompatibilidade de combinacdao ou 15 substancias administradas
! conexdo com outros produtos
Protecdo inadequada de energias ou
Instabilidade e limitaces de 19 substancias administradas
® caracteristicas fisicas e ergonémicas
Inteligibilidade de sistemas digitais
9 Sensibilidade a condigdes ambientais 7 programaveis

Source: Manual para Regularizacdo de Equipamentos Médicos na ANVISA, 2009
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Risk Classif.: Medical Devices “Rele

Table D.3 — Example of five qualitative severity levels

Common terms Possible description
Catastrophic Results in patient death
Critical Results in permanent impairment or life-threatening
injury
Serious Results In injury or impairment requiring professional

medical intervention

Minor Results in temporary injury or impairment not requiring
professional medical intervention

Negligible Inconvenience or temporary discomfort

Table D.4 — Example of semi-quantitative probability levels

Common terms Examples of probability range
Frequent =103
Probable <1073 and = 107
Occasional <10~*and = 1073
Remote <107 and = 1078
Improbable <1078

Source: ISO 14971 - Medical devices - Application of risk management to medical devices

_



Rlsk Classﬁ Nuclear @

Negligible risk

ALARA region

Unacceptable
/ region

Log(frequency)

Log(harm)




Nuclear

Risk Classif.
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Analise das Técnicas @
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Analysis Military | Space | Aeronautics | Nuclear Medical
Techniques

FMEA / FMECA CIT?2
|F§ree“dai?: 'tli'(% OK CIT CIT NO CIT  OK2
Event Tree OK OK OK OK OK OK?
Fault Tree OK OK OK OK3 OK OK?2
Weibull OK OK OK oK: CIT NO
Reliability Growth OK OK OK NO NO NO
Monte Carlo OK OK OK OK:3 CIT NO
Markov OK NO OK OK3 OK NO
gf’opcek” gie:gcr)gms OK OK OK NO CIT  NO
CCF Analysis OK OK OK CIT CIT CIT?

_



Closed Loop: Aeronautics (ARP 5150) ~Rele

Source: ARP 5150 Safety
Assessment of Transport
Airplanes in Commercial
Service, 2003




- Internal/external

- Priority

— Address
direct cause
of problem

to:

Installation

Utility

Regulator
IAFA-OECD/NEA
WANO

INPO

Vendors, others

— Appropriate level of analysis

- Identify causes

— Develop countermeasures

:

1

H

i Event at
! nuclear
;
1
1
-

installation

7
1
e ———
“ External :
. ’ xternal operating ! .
. =
Screening . experience : Reporting
LY ____________________I
5
Immediate
corrective/preventive QA
actions
(Internal OE) (External OE)
Tracking .
Early systems should Monitoring of
notification be used to effectiveness
enhance the
efficiency of the
process
A 4

Investigation

Dissemination/

utilization
Corrective > Trending and
actions review

— Restore situation
— Prevent recurrence
— Track implementation

— Recognize problems
- Proactive approach

National
- regulator
— similar installations

International
- IAEA-OECDINEA
- WANO
- INPO

— Self-assessment

— Peer review

— Regulatory
inspection

Source: A system for the feedback of experience
from events in Nuclear Installations, 2006



Closed Loop: Militar, Rail, Space “Rele

Failure
Observation

. FAILURE
Doc::'::r;tion Operational R E P O RT I N G

Determine
Effectiveness of
Corrective Action

Performance

Tost ANALYSIS
Incorporate CO R R ECT I VE

Corrective

SUE ACTION
Determine SYST E M

Corrective
Action

. . Establish Root

Failure

Verification
Incorporate

Corrective Action
into All Products
Failure
Isolation

Suspect Item
Replacement

Suspect Item
Verification

Source: FRACAS Application Guidelines, RIAC, 1999

Data Search



Closed Loop: Medical Devices @
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CAPA: Corretive Action Preventive Action




ngh Integrated Systems Aeronautlcs @

ED-80/DO-254 “Design Assurance Guidance for Airborne Electronic
Hardware”

ED-12/DO-178 *“Software Considerations in Airborne Systems and
Equipment Certification”

ED-79/ARP-4754 “Certification Considerations for Highly-Integrated or
Complex Aircraft Systems”

L



ngh Integrated Systems Military, Space@

MIL-HDBK-338B “Electronic Reliability Design Handbook”

MIL-STD-2167 “Defense System Software Development”



High Integrated Systems: Nuclear “Rele
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IEC 61226 “Nuclear Power Plants - Instrumentation and Control important
to safety — Classification of instrumentation and control functions”

IEC 61513 “Nuclear Power Plants - Instrumentation and Control for
systems important to safety — General requirements for systems”

IEC 60880 “Nuclear Power Plants - Instrumentation and Control for
systems important to safety — Software aspects for computer-based
systems performing category A functions”



High Integrated Systems: Rail “Rele
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EN 50128 “Railway applications - Communications, signaling and
processing systems — Software for railway control and protection systems”

EN 50129 “Railway applications - Communications, signaling and
processing systems — Safety related electronic systems for signaling”

EN 50159 “Railway applications - Communications, signaling and
processing systems.

Part 1. Safety related communication in closed transmission systems

Part 2. Safety related communication in open transmission systems



High Integrated Systems: Medical “Rele
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IEC 60300-3-9 Dependability management - Part 3: Application guide —
Section 9: Risk analysis of technological systems

IEC/TR 60513 Fundamental aspects of safety standards for medical
electrical equipment

IEC 60601-1 Medical electrical equipment — Part 1. General requirements
for basic safety and essential performance

IEC 60601-1-4 Medical electrical equipment — Part 1-4: General
requirements for safety — Collateral standard: Programmable electrical
medical systems

IEC 60601-1-6 Medical electrical equipment — Part 1-6: General
requirements for safety — Collateral standard: Usability

IEC 60601-1-8 Medical electrical equipment — Part 1-8: General
requirements for basic safety and essential performance — Collateral
standard: General requirements, tests and guidance for alarm systems in
medical electrical equipment and medical electrical systems

I—
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IIIIS-)nclus'c“)es “Rele
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1. E incrivel qgue em todos os setores a quantificacdo do risco seja
tratada exatamente do mesmo modo.

2. Os programas maduros de apresentam mais similaridades que
dissimilaridades

3. Alguns programas né&o sao tao diretos na abordagem de
confiabilidade e seguranca, o que dificulta o entendimento da
metodologia a ser seguida

4. As normas de terceiro nivel mais utilizadas s&o as militares, contudo
existe um movimento claro para que a IEC tenha normas similares e
gue sejam independentes de setor

5. O encontro entre setores pode trazer beneficios para os setores
menos maduros, como € 0 caso de equipamentos médicos

_



